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In recent decades the convergence of transnational criminal structures and illicit economies 
have grown to create a clear and present danger to U.S national security interests by siphoning 
trillions of dollars from legal economies. These funds fuel growing corruption, instability and 
violence while destabilizing markets in the Americas, and around the world. Criminal actors 
and threat networks connected through global super fixers exploit advances in technology, 
transportation and other critical infrastructure for illicit enrichment. In these dangerous times, 
converging illicit vectors erode our collective governance, prosperity, and security.

Illicit trade, trafficking, and smuggling of counterfeit goods, narcotics, humans, natural 
resources, WMD, and other contraband impact the security of all societies. Kleptocrats, criminal 
organizations, terrorist groups, and their enablers exploit networked hubs of illicit trade centered 
on free trade zones, ports, and other logistical channels of transportation, communications, 
and trade. This allows the criminal groups profit from an array of illicit activities and corrupt 
institutions, drain resources for economic development, and compromise the integrity of supply 
chains. No country is immune from these insidious gaps in the globalized world.

These illicit threat actors often disguise and launder the proceeds of their illegal activities by 
exploiting anonymous shell companies in jurisdictions designed to be opaque, along with 
financial havens and multiple forms of trade-based money laundering. These actions take 
advantage of the seams in the global financial system, and empower criminalized state that 
partner with transnational criminal organizations and rival state power. Today, trade-based 
money laundering (TBML) is the biggest methodology to move dirty money across borders, 
representing about half the money laundered every year globally. Today, trade-based money 
laundering (TBML) is the biggest methodology to move dirty money across borders, representing 
about half the money laundered every year globally.

Moving forward, we must implement the lessons learned to disrupt transnational criminal 
actors and lessen their corruptive influence. To better safeguard the open markets and security 
of our homeland and beyond we must strengthen the full spectrum capabilities.  We must 
apply “whole-of-society” approaches, combining and leveraging government and private-
sector initiatives to develop a unified strategy for interdiction, disruption and prosecutions. This 
should include enhancing information-sharing targeting the logistics, free trade zones, ports, 
and financial safe havens that are enable transnational organized crime and damage legal 
businesses.

We must strengthen our political will at the strategic, tactical and operational levels to break 
the financial wherewithal of these global super-fixer networks of criminal convergence and 
find comprehensive, enduring solutions to effectively counter illicit economies and the damage 
they inflict. This is vital to moving  toward international prosperity, fair trade, enhanced national 
security, and sustainability. The International Coalition Against Illicit Economies (ICAIE) is 
committed to advancing dynamic public-private partnerships to counter illicit trade and webs 
of corruption and criminality across borders to help safeguard our collective security.

Executive Summary

David M. Luna
   

Executive Director, ICAIE Introduction
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Global illicit economies now combine to soak 
up trillions of dollars in commerce across the 
globe. This siphoning off of vast resources 
from the more transparent and beneficial 
legal economies have enormous human, 
economic, societal and security costs. The 
consequences are the continual undermining 
of the rule law, while serving as primary drivers 
of endemic poverty, crushing corruption, 
instability, migrations and violence. On a global 
level, illicit economies enable kleptocrats to 
loot their countries, criminal organizations 
to co-opt states and export violence and 
terrorist groups to finance their operations. 

Illicit economies are pervasive and persistent 
threats that undermine democracy, erode 
the rule of law, fuel impunity, imperil the 
sustainability of economic development 
strategies, contribute to human rights abuses 
and enflame conflicts. Across today’s global 
threat environment, criminals and bad actors 
exploit natural disasters, human misery and 
market shocks for illicit enrichment. The 
United Nations has estimated that the illicit 
funds from crime, tax evasion and money 
laundering constitutes up to 5 percent of 
global gross domestic product, or $4 trillion. 

As resources bleed away from benefitting the 
public good, “States face two fundamental 
and interconnected challenges: they are 
often unable to meet the economic needs 
and expectations of their citizens, and they 
are unable to elicit the loyalty and allegiance 
of significant portions of these same 
citizens.”1 Real power now increasingly rests 
with a host of autonomous Transnational 
Criminal Organizations (TCOs), their allied 
political actors, and private armies with 
their own resource base so that re-imposing 
positive state control is extremely difficult.

President Biden, in unveiling the U.S. 
Strategy on Countering Corruption, 
correctly noted that corruption “is a cancer 
within the body of societies,” and is a 
“core national security interest” because it 
“threatens United States national security, 
economic equity, global anti-poverty and 
development efforts, and democracy itself.2 
 
The illicit commodity chains often span 
significant geographic space and require 
multiple steps, in multiple countries to be 
successfully completed. One individual, or 
criminal and/or terrorist group seldom has 
the capacity to operate throughout this 
complex landscape. Instead, they must turn 
to specialized individuals, often primarily 
motivated by economic incentives rather than 
ideology, who can navigate specific links in 
that chain. These individuals are crucial links 
between different worlds that do not often 
overlap. Those who can move the products 
often have no direct access to the money 
laundering, procurement and transportation 
networks for the profits for those 
commodities. The payments include not only 
cash, but sophisticated weapons, chemicals 
or other material that needs to be transported 
back to the source region or elsewhere.3

The lucrative criminal activities enabling and 
fueling the multitrillion-dollar illicit economies 
include the smuggling and trafficking 
of narcotics, opioids, weapons, humans, 
counterfeit and pirated goods; illegal tobacco 
and alcohol products; illegally harvested 
timber, wildlife and fish; pillaged oil, diamonds, 
gold, natural resources and precious minerals; 
and other contraband commodities. Such 
contraband and illicit supply chains are 
dependent on a “fixer chain” to move 
the products and repatriate the profits.4  

1 Phil Williams, “Lawlessness and Disorder: An Emerging Paradigm for the 21st Century,” edited by Michael Miklaucic and Jaqueline Brew-
er, Center for Complex Operations, (Washington DC: National Defense University Press, 2013), 15-37.
2  The White House: U.S. Strategy on Countering Corruption, Fact Sheet, December 6, 2021, accessible at: https://www.whitehouse.gov/
briefing-room/statements-releases/2021/12/06/fact-sheet-u-s-strategy-on-countering-corruption/
3 Douglas Farah, “Fixers, Super-Fixers and Shadow Facilitators: How Networks Connect,” Convergence: Illicit Networks and National 
Security in the Age of Globalization, Edited by Michael Miklaucic and Jaqueline Brewer, National Defense University, Center for Complex 
Operations, Washington, D.C., 2013.
4 Ibid

ICAIE recognizes that illicit economies, the fixer 
networks that enable criminal convergence 
are threat multipliers that ripple across borders 
and imperil supply chain security, market 
integrity, democratic institutions and the rule 
of law that allow democracies to function.

Nowhere is this more evident than across 
today’s free trade zones, ports, and financial 
safe havens, where corruption, excessive 
deregulation and an intentional lack of 
transparency enable illicit trade to thrive. 
Free trade zones, poorly regulated ports, 
beneficial ownership laws and secretive 
financial hubs are convergence centers 
for multiple illicit activities and economies 
criminals exploit the cracks and seams in 
the global financial and trading systems 
to advance illicit trade and hide the profits.
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Many countries have developed Free Trade 
Zones (FTZs) to promote and accelerate eco-
nomic development. FTZs are designated 
regions that usually lay beyond the econo-
mies’ customs jurisdiction, and hence, are not 
subject to customs tariffs or inspections that 
would apply to imported products.5 

FTZs are important in global commerce and 
have been used for centuries to increase trade 
among countries and businesses and their 
popularity has soared in the last 50 years. In 
1975, there were only 79 FTZs in 25 countries; 
today, there are over 3,500 FTZs spanning 130 
countries, with nearly 1,000 of these estab-
lished in the past five years. At least 500 more 
zones have been announced, with the major-
ity of them expected to be operational in the 
coming years.6 Today, FTZs support approxi-
mately 68 million direct jobs and account for 
over $500 billion in direct trade-related value.7

FTZs––also known as special economic zones, 
free ports, or free zones––are designated trans-
shipment areas that provide benefits such as 
duty and tax exemptions, simplified admin-
istrative procedures, and duty-free imports 
of raw materials, machinery, components, 
and equipment, and liberal foreign exchange 
regulations. All contribute to increased trade, 
business development, technology transfer, 
and foreign investment.8 While FTZs advance 
exports, foreign direct investment, and do-
mestic employment they also offer exemp-
tions from certain revenue, financial, and la-
bor requirements.9 

Evolving in response to global econom-
ic development as governments become 
more dependent on them to stimulate eco-
nomic growth and investment, FTZs have 
become synonymous with globalization.10 

However, the standards, supervision, and reg-
ulations within these zones have not kept 
pace with the rapidly-changing global supply 
chains and “just in time” delivery strategies.

International frameworks governing FTZs 
currently fail to consider money laundering 
vulnerabilities and the risk of illegal activity. 
Perhaps more significantly, certain enterpris-
es operating in FTZs are exempt from na-
tional AML legal and regulatory frameworks 
since their activities falls outside the scope 
of onshore financial industry providers. As a 
result, the anti-money laundering require-
ments, even if they do exist, do not apply to 
businesses within these special regions.11 

The sheer number of FTZs, coupled with the 
lack of uniform standards, complicates the mis-
sion of rationalizing their activity.12 Standards 
and rules vary significantly across the globe 
and even within a same country. Because they 
exist to facilitate large volumes of commerce, 
they are inherently more vulnerable to illicit 
activity.13  What the formal economy views as 
faults and vulnerabilities in FTZs, the criminal 
economy views as chances for money launder-
ing, illicit commerce, and terrorist financing.14

5 BASCAP, Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones, pg. 5
6 United Nations Conference on Trade and Development, 2019. World Investment Report 2019. Special Economic Zones. 
7 International Chamber of Commerce, Controlling the Zone: Balancing facilitation and control to combat illicit trade in the world’s Free Trade 
Zones, 2016.
8 OECD, Trade in Counterfeit Goods and Free Trade Zones Evidence from Recent Trends, p.5.
9 OECD, Governance Frameworks to Counter Illicit Trade, Enforcement Challenges in Countering Illicit Trade in Free Trade Zones, 2018. 
10 Global Financial Integrity, Free Trade Zones: a Pandora’s Box for Illicit Money, October 2019.
11 OECD, Trade in Counterfeits Goods and Free Trade Zones Evidence from Recent Trends, p.5.
12 FATF, Money Laundering Vulnerabilities of Free Trade Zones, March 2010. 
13 Royal United Services Institute for Defense and Security Studies, Improving Governance and Tackling Crime in Free-Trade Zones, October 2020
14 FATF, Money Laundering vulnerabilities of Free Trade Zones, March 2010. 
. 

Disrupting Unruly Illicit
Spaces in FTZs and Ports
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Through illicit commerce and the abuse of 
maritime containerized shipping, counter-
feits, illicit goods and contraband are flood-
ing markets across the region through FTZs. 
The goods are mostly from China and other 
parts of Asia. Latin America remains a tran-
sit point to the U.S. of fake products, with 
some posing great danger to all consum-
ers such as counterfeit medicines, vaccines, 
or personal protective equipment (PPE).

The FTZs of primary concern include Pana-
ma’s Colon Free Trade Zone, Isla Margarita in 
Venezuela, Maicao Special Customs Zone in 
Colombia, Ciudad del Este in Paraguay, the 
Aruba Free Trade Zone, Corozal Free Zone in 
Belize, and others. The Tri-Border Area/FTZ 
in South America has become one of the world 
biggest hubs of illicit trade including narcotraf-
ficking, cigarette smuggling, counterfeiting, 
money laundering, and other criminal activ-
ities worth an estimated $43 billion per year.

The abuse of one FTZ in the region can cause 
ripple effects globally. For example, the Cár-
tel del Tobaco, which has numerous business 
connections with the Cartel Jalisco Nueva 
Generación (CJNG) and Los Zetas, has illegal-
ly imported illicit cigarettes from China, UAE, 
India, Paraguay and other countries, includ-
ing through the misuse of Free Trade Zones 
(FTZs) in Panama and Belize.15  In early 2020, 
the U.S. Department of Homeland Security 
(DHS) seized over 420 million smuggled U.S.-
made cigarettes transiting to Mexico. This was 
the single largest illicit cigarette seizure ever re-
corded in the U.S., with a total value estimated 
at $88 million. FTZs/bonded warehouses were 
instrumental in moving such contraband from 
the UAE and Panama into McAllen, Texas.

15 David M. Luna, Countering Corruption and Illicit Trade to Secure Greater Prosperity in Central America, Anti-Comercio Ilícito en Cen-
troamérica: Regulación, Cumplimiento y Seguridad Nacional, AmCham Costa Rica Regional Dialogue, October 21, 2021, accessible at: 
https://traccc.gmu.edu/wp-content/uploads/2021/10/AMCHAM-Costa-Rica-David-M.-Luna-Keynote-Address-CENTAM-AIT-and-REGION-
AL-SECURITY-21-October-2021.pdf. 

Free Trade Zones are generally organized around major seaports, international airports, and national 
frontiers—areas with many geographic advantages for trade; shipping industry moves almost 90% of 
global goods.

Disrupting Illicit Pathways and ML Risks Across Ports and Free Zones
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In any given year, cargo ships and maritime 
vessels transport hundreds of millions of con-
tainers, comprising close to 90% of the world’s 
goods. The global scale and volume of such 
trade creates vast opportunities for criminals 
to hide and move illicit goods to destinations 
across the world. Maritime trafficking is the 
favored method of smuggling illicit drugs, 
counterfeits, and other contraband across the 
Americas through routes in the Atlantic, Pa-
cific, and the Caribbean Sea/Gulf of Mexico.

There is a growing consensus that escalating 
security threats demand a more coordinated 
and unified transnational strategy to enable tar-
geted disruptions of the logistics and fixer net-
works of transnational organized crime, includ-
ing targeting unruly spaces in FTZs and ports.

The urgency is due to the fact that cartels and 
organized criminals have co-opted a growing 
number of governments at all levels. These 
“criminalized states” use transnational orga-
nized criminal groups as instruments of state 
policy rather combatting them, fundamen-
tally realigning the purpose and objectives of 
the state.16  The paradigm of the criminalized 
state is Venezuela, closely followed by Nica-
ragua and other members of the Bolivarian 
Alliance of populist authoritarian regimes.

These criminal groups now control critical 
strategic infrastructure such as major ports 
and FTZs,  while expanding into agriculture, 
mining and pharmaceuticals. There are mul-
tiple examples:

• In Panama, members of the largest business 
family in the Colón Free Trade Zone (CFTZ) – 
itself the largest free trade zone in the hemi-
sphere – have been publicly accused by the 
U.S. government of being among “the world’s 
most significant drug money launderers and 
criminal facilitators," with clients ranging 
from Mexico’s Sinaloa Cartel to Colombia’s 
FARC rebels.17 The Waked family businesses 
of 68 companies in the CFTZ was reported to 
be directly involved in “trade-based money 
laundering schemes” using “false commer-
cial invoicing, bulk cash smuggling, and other 
money laundering methods to launder drug 
proceeds on behalf of multiple international 
drug traffickers and their organizations.” The 
leader of the clan reached a plea deal with the 
U.S. government in 2020.18

• In the Tri-Border Area of Paraguay, Argen-
tina and Brazil (TBA), the Barakat clan has 
been sanctioned multiple times for using 
the multi-jurisdictional hub to launder funds 
for Hezbollah and other criminal groups. The 
clan, according to U.S. officials, used “every 
financial crime in the book, including busi-
nesses, to generate funding” for Hezbollah. 
Assad Ahmad Barakat was extradited from 
Brazil to Paraguay in 2020, where he awaits 
trial.19   In addition, recent intelligence reports 
in Paraguay indicate former president Hora-
cio Cartes, a cigarette magnate, laundered 
millions of dollars through falsified cigarette 
sales using the TBA’s lax border controls, as 
discussed later.20

Growing Security Threat Posed by Organized 
Crime in Ports Across the Americas 

16  For a fuller discussion of criminalized states in Latin America and the threat they pose to U.S. national security interests see: Douglas Far-
ah, “Transnational Organized Crime, Terrorism, and Criminalized States in Latin America: An Emerging Tier-One National Security Priority.” 
US Army War College Strategic Studies Institute, August 2012.
17 https://insightcrime.org/news/analysis/us-panama-nidal-waked/
18 Ibid
19 https://www.fdd.org/analysis/2020/07/22/hezbollah-operative-extradited-to-paraguay/
20 “Cartes y su vinculación con investigados por delitos varios,” ABC Color, May 30, 2022, accessed at: https://www.abc.com.py/politi-
ca/2022/05/30/cartes-y-su-vinculacion-con-investigados-por-delitos-varios/

• In Mexico, the cocaine cartels and other illicit actors wield great influence over the largest sea-
ports including Lázaro Cárdenas, Manzanillo, and Veracruz, where they control smuggling oper-
ations for an array of counterfeits good, precursor chemicals for fentanyl other illicit drugs, and 
a broad array of contraband. These strategic assets enable them to move illicit goods across 
Mexico, into the United States, and beyond.

In the Northern Triangle of Central America – Honduras, El Salvador, and Guatemala – endemic 
corruption, grinding poverty and transnational gangs have generated systemic violence and 
impunity while creating conditions for mass migration and long-term ungovernability. The Mara 
Salvatrucha (MS-13) gang, along with Mexican cartels, and a complicit kleptocratic network of 
government officials, have created convergence centers in key ports of the deeply criminalized 
states of Honduras and Guatemala for multiple transnational criminal networks from China, 
Russia and Mexico. This in turn leads to increased trafficking of drugs, weapons, human being, 
and other contraband leaving many individuals, especially young adults, with the choice of join-
ing gangs or cartels or seek to migrate.21

• According to Brazilian Federal Police, the port of Santos, second largest port in Latin America 
after Colón in Panama, has become one of the biggest cocaine trafficking hubs in the world and 
biggest illicit transit points of contraband to Europe.22 Criminals are able to bribe government 
officials across the Andean region to Brazil, and onwards in other connected maritime ports in 
moving such narcotics.  Among the biggest criminal organizations operating out of São Paulo 
is the First Capital Command (PCC) which has strategic partnerships with the Latin American 
cartels, Hezbollah, Italian mafia groups, Chinese triads, and other illicit networks.

• In Chile’s Port of Iquique, weapons trafficking has increased in recent years as criminals lever-
age vulnerabilities in the port to commingle guns with other contraband to distribute to other 
parts of the region. The port is also the center of Shi’ite Islam in Chile, and Hezbollah has a strong 
foothold there. According to Chilean prosecutors, criminal organizations, including Hezbollah 
have been taking advantage of Chiles industrial free trade zone, its ports and its border situation 
to "reach other destinations, or to reach our country more easily with firearms of this caliber."23

21 Douglas Farah and Kathryn Babineau, “The Rapid Evolution of the MS 13 in El Salvador and Honduras From Gang to Tier-One Threat to Central  
America and U.S. Security Interests,” William Perry Center, National Defense University, March 2018, accessible at: 
https://www.ibiconsultants.net/_upload/mediaandpublications/document/the-rapid-evolution-of-the-ms-13-march-23-2018-final.pdf 
22 https://dialogo-americas.com/articles/brazil-combats-narcotrafficking-in-its-ports/#.YkstrujMKSA, February 2022.
23 Weapons Traffickers Target Chile's Port of Iquique, InsightCrime, August 6, 2021, accessible at: https://insightcrime.org/news/smuggled-weap-
ons-cause-concern-chile/ 
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The Need to Strengthen Port Security: 
Criminal Infiltration and Market Penetration

Ports across the Americas continue to be 
exploited or remain vulnerable to transna-
tional criminal organizations that corrupt 
officials and strategically use maritime ship-
ping as logistical platforms to move tens of 
billions of dollars worth of narcotics, precur-
sor chemicals, opioids, counterfeits (elec-
tronics, apparel and footwear, tobacco prod-
ucts, pharmaceuticals), stolen cars, pillaged 
natural resources, illegally -poached wildlife, 
illicitly-harvested timber; and other goods. 

It is worth noting that the problems have mul-
tiplied since the People’s Republic of China 
has begun its massive investments in ports 
across the hemisphere, where PRC compa-
nies often control access to the port or sec-
tions of the port where local authorities are 
not permitted to undertake and inspections 
or searches without company permission.

An IBI Consultants investigation in 2019 found 
that China controlled all or portions of 37 ports 
in Latin America, broken down as follows:

Through the exploitation and controls of FTZs 
and ports across the Americas, and its Belt and 
Road Initiative (BRI), China is able to expand 
illicit trade operations and unfair trade and 
business practices, moving contraband such 
as fentanyl, precursor chemicals for metham-
phetamines, counterfeit medicines and other 
illicit goods. In many cases, local law enforce-
ment is not authorized to inspect anything in 
the Chinese-controlled port areas, and in mul-
tiple cases from Puerto Cortes, Honduras to 
Iquique, Chile ship manifests have been found 
to contain false declarations of items import-
ed. For example, one manifest declared that 
a ship was carrying 4 tons of tomatoes from 
China to Honduras in an unrefrigerated hold, 
something both impossible and economically 
irrational. In that case the ship actually carried 
barrels of unidentified chemicals that were 
offloaded without passing through Customs.24 
This illicit trade harms U.S. national interests, 
including American economic competitive-
ness internationally and domestically, impact-
ing businesses and the health and safety of 
citizens.25

24 IBI Consultants field investigation in Puerto Cortes, May 2018.
25 David M. Luna, “The Impact of China’s Illicit Economies to U.S. National Security, Testimony before U.S. Senate Committee on Finance, 
Fiscal Responsibility and Economic Growth Subcommittee, July 14, 2021, accessible at: https://www.finance.senate.gov/hearings/defend-
ing-and-investing-in-us-competitiveness. 

In addition to illicit goods, Chinese crimi-
nals’ illicit finance activities constitute one of 
the biggest money laundering hubs in the 
world, introducing and laundering approxi-
mately $1.5 to $2 trillion of illicit proceeds into 
the world’s licit economy every year, often 
through FTZs.26  Shadow banking, Chinese un-
derground banking systems (CUBS), the use 
of mirror accounts, Chinese capital flight, and 
alternative remittance systems such as “fei-
chein” (flying money) sometimes use trade-
based value transfer. It is an ideal vehicle to 
transfer money/value in the form of trade 
goods out of the country by importing goods 
at overvalued prices or exporting goods at un-
dervalued prices. China poses a national secu-
rity threat as it expands global black markets 
through such illicit finance, leveraging FTZs 
and the ports its controls.

The threats to national security threat are 
further exacerbated through the volume of 
weapons and drug trafficking in the region, 
along with the high-volume of uninspected 
container-based trade through the ports and 
FTZs.  TCOs and/or terrorist groups could eas-
ily exploit vulnerabilities to move sophisticat-
ed conventional weapons or weapons of mass 
destruction (WMD). The 2013 case of MiG 21 
fighter jets and 240 metric tons of antiquated 
but functional weapons – including surface-
to-air missiles–hidden aboard a North Korean 
vessel transiting the Panama Canal under tons 
of sugar shows what is possible. The ship was 
only stopped because of an intelligence tip 
and suspicious behavior by the ship captain.27

Trade-Based Money Laundering (TBML) and 
Service-Based Money Laundering (SBML) are 
increasingly used by TCOs and their enablers 
to disguise and launder dirty money by pur-
chasing trade goods (licit and illicit), moving 
the merchandise across borders, falsifying its 
value, quality, or quantity, and mis-invoicing 
or misrepresenting trade-related financial 
transactions. 

TBML is defined as the “process of disguis-
ing the proceeds of crime and moving value 
through the use of trade transactions in an at-
tempt to legitimize their illicit origin. In prac-
tice, this can be achieved through the misrep-
resentation of the price, quantity or quality of 
imports or exports.”

In many cases, TBML can also involve abuse 
of the financial system through fraudulent 
transactions involving a range of money trans-
mission instruments, such as wire transfers. 
The basic techniques of trade-based money 
laundering include: over- and under-invoic-
ing of goods and services; multiple invoicing 
of goods and services; over- and under-ship-
ments of goods and services; and falsely de-
scribed goods and services.

26 John Cassara, “China is the Biggest Money Laundering Threat”, August 21, 2020, accessible at http://www.johncassara.com/articles.html.
27  Sam LaGrone, “Panama Finds Two Cuban MiGs on North Korean Ship,” USNI News, July 22, 2013, accessible at: https://news.usni.org/2013/07/22/
panama-finds-two-cuban-migs-on-north-korean-ship
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Black Market Peso Exchange (BMPE): An Illustration

Similar to TBML, SBML revolves around invoice fraud and manipulation but instead of 
laundering money or transferring value through trade goods, services are used. Com-
mon service-based laundering scams include accounting, legal, marketing, and natu-
ral resource exploration fees. One particular TBML strategy, known as the Black Market 
Peso Exchange, is widely used in Colombia and elsewhere to launder billions of dollars.

Although Latin America and the United States are used in the example below, similar ar-
rangements have been widely used in many countries to repatriate the proceeds of var-
ious types of crimes. These transactions combine legal and illegal activities and multi-
ple actors across international jurisdictions that wittingly or unwittingly facilitate TBML.

Illustrative steps of a black market peso exchange

1. Drug traffickers smuggle illegal drugs into the United States and sell them for U.S. dollars 
(“narco dollars”). 2. Drug traffickers sell the narco dollars at a discount to a peso broker. 3. The 
peso broker consolidates the narco dollars in a U.S. bank account and 4. Pays the drug traffick-
ers with pesos from a Latin American bank account. 5. The peso broker uses narco dollars to 
pay a U.S. exporter for legitimate goods on behalf of a Latin American importer. 6. The Latin 
American importer receives the legitimate good and 7. Sells them in Latin America for pesos. 
8. The Latin American importen repays the peso broker with pesos.

Source: Financial Action Task Force, Trade Based Money Laundering, June 23, 2006, P. 8.

Financing Dark Commerce: Free Trade Zones (FTZs)

The Financial Action Task Force (FATF) has un-
derscored how FTZs are “misused for money 
laundering and terrorist financing” from the 
proliferation of weapons of mass destruc-
tions (WMD) to the trafficking of alcohol, cig-
arettes, and other high duty items “that are 
more vulnerable to smuggling and contra-
band due to the increased revenue that can 
be generated by not paying tax.” The FATF 
also noted that, in recent years, “The lack of 
transparency in the company formation pro-
cess in FTZs permits companies located in 
FTZs to create layers of transactions which 
are difficult if not impossible for law enforce-
ment to follow.” 28 Thus, illicit trade and the 
convergence of criminality and money laun-
dering in one FTZ has security ripple effects 
globally, regionally and for the United States.

Through the corruptive control of ports and 
FTZs across the globe, TCOs in Latin Ameri-
ca are able to expand their international illic-
it trade and export criminality and violence 
to other markets by exploiting hemispheric 
cross-border trafficking and smuggling corri-
dors among inter-connected FTZs. 

As described in the U.S. State Department’s 
2021 Country Reports on Terrorism, the free 
trade zones in Panama and the Tri-Border 
Area of Argentina, Brazil, and Paraguay remain 
regional nodes for money laundering and are 
vulnerable to exploitation by sympathizers to 
terrorist groups. The Library of Congress stat-
ed in a July 2010 that Islamist groups operat-
ing in the TBA included Hezbollah, al-Qaeda, 
and Hamas. Such organizations raise funds in 
the region through narcotics and arms traf-
ficking, as well as money laundering schemes, 
often with the assistance of cartels and orga-
nized crime groups.29 

28 Ibid.
29 Terrorist and Organized Crime Groups in The Tri-Border Area (TBA) Of South America, Federal Research Division, Library of Congress, 2010
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Kleptocrats, money launderers, terrorist fi-
nancers, and criminal organizations are at-
tracted to FTZs. With the number of FTZs 
grows and the volume of trade inside them 
increasing, it becomes easier to take advan-
tage of these zones when lax standards and 
a lack of transparency are in place. FTZs differ 
from country to country and sometimes state 
to state, but governments often fail to mon-
itor them effectively because the zones are 
treated as foreign entities outside the scope 
of national law enforcement activities, and are 
operated by private entities with an interest 
in expanding profit margins rather than con-
ducting law enforcement activities.30

Because of the lack of oversight many of the 
same systemic flaws and vulnerabilities exist 
across all FTZs.31 According to the FATF these 
include:

1. Inadequate Anti-Money Laundering and 
Counter-Terrorism Financing Safeguards

2. Relaxed Oversight and Lack of Transparency 

3. Flawed System Coordination

Numerous policies and regulations govern-
ing FTZs are out of date and do not take into 
consideration ML/TF vulnerabilities or the 
potential for criminal activity. The majority of 
countries with FTZs do not apply the same 
anti-money laundering and counter-terrorism 
financing legislation in the zone as they do 
elsewhere in the country.

Customs intervention is frequently limited 
or non-existent. Commercial operations con-
ducted under such lax standards risk jeop-
ardizing the supervision of the worldwide 
supply chain. Licensing and monitoring pro-
cedures for activities in FTZs are frequently 
complex and bureaucratic, which can result in 
insufficient oversight. 

FTZs transactions must theoretically be re-
ported to both the zone and Customs au-
thorities, which are two distinct, and usually 
unintegrated, systems. Due to the absence of 
a standardized procedure for customs clear-
ance, it is impossible to monitor and identify 
trends. 

The OECD provides a recommended Code of 
Conduct for Clean FTZs to assist governments 
and policy makers in reducing and deterring 
illicit trade conducted through and inside 
Free Trade Zones (FTZs).32

30 Ibid., pg. 14.
31 FATF, Money Laundering Vulnerabilities of Free Trade Zones, March 2010.
32 OECD/LEGAL/0454, accessible at: https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0454.

Critical Risks and
Vulnerabilities in FTZs:
FATF and OECD
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Illicit trade has an impact on nearly every in-
dustry, from automobile parts to everyday 
goods such as footwear and toys; technolo-
gy such as phones and batteries; and luxury 
items such as watches and bags. Illicit trade 
has a devastating impact on legitimate busi-
nesses competing the market, and long-term 
disastrous consequences for consumers.

The 2018 Counterfeit Products and Free Zones identified multiple factors contributing to increased 
crime in FTZs, and concluded that the existence, number, and size of FTZs all contribute to an econ-
omy’s export value of counterfeit and pirated goods. For instance, the statistics imply that adding 
FTZs to an economy boosts counterfeiting by an average of 5.9 percent.35 

Counterfeiters often conceal the illicit prove-
nance of their products through the transit of 
items through various free zones, where they 
are often repackaged and re-labeled to dis-
guise the origin and restrict law enforcement 
agencies' ability to prosecute counterfeiters.33  
According to a 2019 joint OECD- European 
Union Intellectual Property Office (EUIPO) 
trade report, international traffic in counter-
feit and pirated goods was $509 billion in 2016. 
This accounts for up to 3.3 percent of global 
trade.34

33 BASCAP, Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones, pg. 5-9. 
34 Organisation for Economic Co-operation and Development and European Union Intellectual Property Office, 2019. Trends in Trade in Counter-
feit and Pirated Goods. Illicit Trade.
35 ICC, Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones, pg. 5-9.
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Corruption also has a significant impact on the levels of trade in exported counterfeit and pirat-
ed goods across supply chains. According to a Frontier Economics estimate, global commerce 
in counterfeit goods could exceed $991 billion by 2022.36 

Criminal networks often exploit the international transit or trans-shipment of goods in-
side an FTZ, where counterfeit goods may undergo mutations, including assembly, man-
ufacture, processing, warehousing, repackaging, and re-labelling. Once finished, the com-
modities can be imported directly into the host state's national territory or re-exported to 
another FTZ to continue the process. Given that the declared origin of a product is a critical 
risk factor for intellectual property rights breaches, this modus operandi conceals the ori-
gins of illicit items and hinders law enforcement authorities' capacity to seize illicit products.

36 Ibid., pg. 9.

Some of Today’s Challenging
Free Trade Zones
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The Colon Free Zone (CFZ), one of the world’s 
largest,  was established in 1948 and has his-
torically served as the key commercial hub 
for Latin America and the Caribbean. It began 
in a modest part of Colón with only ten busi-
nesses and is presently home to over 3,000 
businesses and occupies an area of 1,065 hect-
ares.37 Total trade passing through the zone 
was valued at $19.7 billion in 2017,  a consider-
able decline from the CFZ’s 2012 peak, when 
total trade reached an astounding $30.8 bil-
lion. Since then, the CFZ has been impacted 
by the economic crisis in Venezuela, and an 
escalating trade dispute between Panama 
and Colombia over re-exports of footwear and 
textiles from the zone to Colombia.38 

The CFZ is notorious for smuggling. As noted, 
one of the most influential families in the zone 
has been accused of criminal activity by the 
U.S. government. The CFZ is particularly no-
torious for illicit white cigarettes ––  cigarettes 
that are legally produced in one country with 
the sole intention of being smuggled into 
other markets. According to the Global Illicit 
Trade Environment Index, these cigarettes are 
primarily manufactured in China, India, United 
Arab Emirates, and Paraguay. Cigarettes are 
directly exported from the CFZ to Colombia, 
Dominican Republic, Ecuador, and Costa Rica. 
Additionally, these cigarettes are transported 
to other FTZs, such as Iquique, Chile. The rea-
son these cigarettes and many other forms of 
unlawful trade pass through extra zones such 
as the CFZ is to facilitate the change of their 
certificates of origin, a process known as ori-
gin laundering.39

The Economist Intelligence Unit highlights 
Panama's notable distinguishing qualities 
free trade zones, particularly the integration of 
illicit drug trafficking and money laundering. 

Panama’s limited banking regulations, dollar-
ization of the economy, and historically cor-
rupt and lax court system make it a perfect 
place for money laundering operations on a 
global scale.40 One of the CFZ’s most wide-
spread challenges is its proximity to the illegal 
cocaine trade located in Colombia, Venezuela 
and Ecuador. An estimated 88 percent of co-
caine destined for the US transit through the 
Central American corridor, often trafficked 
across the CFZ and Panama en route to the 
US and European markets.41

37 Samuda, R. E. (2017). Zonas Francas Panameñas Análisis y propuesta de mejoras para controlar el comercio ilícito., pg. 10. 
38 Zona Libre de Colón (2018), Análisis de la Actividad Comercial Correspondiente al Mes de Diciembre de 2017. 
39 The Global Illicit Trade Environment Index, Free Trade Zones: Five Case Studies, 2018.
40 The Global Illicit Trade Environment Index, Free Trade Zones: Five Case Studies, 2018.
41 Latin American Special Economic Zones and their Impact on Regional Security, Richard R. Reyes, 2011

Panama 

Colón Free Trade Zone



26 27

The Tri-Border Area (TBA), is located on the 
common border among Argentina, Para-
guay, and Brazil and is primarily comprised of 
three cities: Puerto Iguazu, Argentina; Ciudad 
del Este, Paraguay; and Foz de Iguaçu, Bra-
zil.42 This area has historically been a smug-
gler’s haven and hub of multiple illicit net-
works.43 Recently, Venezuela’s instability and 
increased money-laundering enforcement in 
Panama and the Caribbean have elevated the 
region’s attractiveness to transnational crim-
inal groups seeking to launder illicit funds.44 
The TBA’s economy is believed to be worth 
approximately $10 billion. However, estimat-
ing an accurate quantity is difficult due to the 
country’s extensive cash market, massive in-
formal sector, and widespread smuggling op-
erations.45 

The convergence of criminal and terrorist in-
terests pose a significant security risk since it 
offers the opportunity to transport products 
across borders with little risk of law enforce-
ment hinderance. Due to the inadequate state 
regulation of the TBA, organized crime has a 
vital outlet for transporting unlawful goods 
and services. For example, it is estimated that 
6 billion cigarettes are smuggled via the TBA 
each year, equal to $900 million in lost poten-
tial Paraguayan tax revenue. The majority is 
assumed to be used to finance transnational 
organized criminal and terrorist organizations 
such as Hezbollah, which has a notable pres-
ence in the area.46

Recent public revelations that the personal 
wealth of former Paraguayan president Hora-
cio Cartes (2013-2018), a cigarette magnate 
even before becoming president, increased 
$360 million during his time in office is a case 
study in how the TBA facilitates corruption 
and money laundering. 

According to a Paraguayan intelligence re-
port,47 and Paraguayan media reporting, the 
former president, before and during his time 
in office used a broad array of international fix-
ers and super fixers to smuggle billions of cig-
arettes through the porous border with Brazil. 

The millions of dollars in profits were laun-
dered through international banks in Brazil, 
Spain, China, Argentina and the United States, 
as well as money exchange houses on the 
borders. The money was repatriated to Par-
aguay through a series of shell companies 
linked through interlocking directorships.48

Furthermore, organized crime structures of-
ten operate through trust  based family and 
clan ties, particularly the Shi’ite Lebanese 
trading clans in the case of the TBA that often 
collaborate with Hezbollah. Ethnic ties and 
shared ideology help organized crime groups 
mitigate risks by interacting with more trusted 
individuals building reliable networks for mov-
ing drugs, firearms, and people across bor-
ders.49  For example, the TBA has witnessed a 
population influx of 11,000 Muslim immigrants 
since 2001. This population growth has been 
exploited by individuals tied to Sunni Islamist 
groups such as Egypt’s Al-Gama’a al-Islami-
yah and Al-Jihad, al Qaeda, Hamas, Hizballah, 
and al-Muqawamah. These Islamic terrorist 
groups have reportedly used the TBA to raise 
funds, engage in drug trafficking, money 
laundering, and plot against their adversaries.
 

42 Latin American Special Economic Zones and their Impact on Regional Security, Richard R. Reyes, 2011
43 The Tri-Border Area: A Profile of the Largest Illicit Economy in the Western Hemisphere, Financial Transparency Coalition, 2009
44 The Paraguayan Military and the Struggle against Organized Crime and insecurity, Military Review Online, January 2019
45 The Tri-Border Area: A Profile of the Largest Illicit Economy in the Western Hemisphere, Financial Transparency Coalition, 2009
46 Latin American Special Economic Zones and their Impact on Regional Security, Richard R. Reyes, 2011
47 Intelligence report in possession of IBI Consultants.
48 “#PatrónPapers: La Ruta del Dinero,” ABC Color, May 30, 2022, accessed at: https://www.abc.com.py/tv/abc-noticias/2022/05/30/patronpa-
pers-la-ruta-del-dinero/?cx_testId=1&cx_testVariant=cx_1&cx_artPos=2#cxrecs_s 
49 Latin American Special Economic Zones and their Impact on Regional Security, Richard R. Reyes, 2011
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The Maicao Special Customs Regime Zone 
(Zona de Regimen Aduanero Especial, or 
ZRAE) was founded in 1999 by joining three 
neighboring towns of Maicao, Urabia, and 
Manaure, on Colombia’s northeastern Guaji-
ra Peninsula, near the country’s border with 
Venezuela. While ZRAE has many of the same 
problems as other zones in Latin America, 
some of its operations are distinctive. Goods 
considered a threat to national security, like 
weaponry, for example, are prohibited in the 
zone. 

The town of Maicao has also been historically 
used as a smuggling route for cocaine, coun-
terfeit cigarettes, fuel, and a variety of other il-
licit goods. The renowned Maicao-based drug 
trafficker and cigarette smuggler Samuel 
Santander Lopesierra, known as the “Marlboro 
Man” because of his dominance in the illegal 
Marlboro cigarette trade, was elected to the 
Colombian Congress in 1994. He was arrested 
in 2002, extradited to the United States and 
convicted of drug trafficking. He was release 
in August 2021.50

For many years, Maicao operated as a free 
port, earning a long-standing reputation as a 
hub of illicit trade. By incorporating it within 
ZRAE, it appears as though the government 
sought to conceal it within a bigger free zone. 
The town of Maicao, located in the northern 
portion of the continent, has also attracted 
the presence of Hezbollah, who carried out 
well-publicized conversion efforts among the 
Wyuu indigenous communities on the Guaji-
ra Peninsula.

Maicao is known for its sizable Arab commu-
nity dating back to the 18th century. Studies 
allege that many of today’s Arab traders in the 
locality pay Hezbollah business taxes––

both because of extorsion and genuine sup-
port.51 According to the United States South-
ern Command, Islamist terrorist groups raise 
between $300 million and $500 million each 
year in duty-free zones such as Maicao.52

Another feature that distinguishes ZRAE is 
the poor condition of its infrastructure, which 
makes it impossible for customs authorities 
to conduct inspections at Bahia Portete––the 
only port that services the zone. The single 120 
kilometer road connecting Bahia Portete to 
ZRAE remains substandard, and the port itself 
lacks modern facilities, requiring all goods to 
be handled manually. Liquors and cigarettes 
are known to enter the country via Maicao, re-
sulting in a rise in contraband in this region 
of the country. The country's national tax and 
customs agency has been forced to strength-
en regulations in this area, as taxes on ciga-
rettes and liquor are earmarked for health 
services––damage that eventually falls on the 
populace as this fiscal revenue is not collect-
ed year after year. The newspaper El Universal 
de Cartagena de Indias reports that each year, 
the illegal sale of booze results in a $300 mil-
lion dollar loss.53

50 Latin American Special Economic Zones and their Impact on Regional Security, Richard R. Reyes, 2011
51 Venezuela’s Toxic Relations with Iran and Hezbollah: An Avenue of Violence, Crime, Corruption, and Terrorism. Christian Vianna de Azevedo, 2018.
52 Hezbollah: Financing Terror Through Criminal Enterprise, Testimony of Dr. Matthew Levitt, Washington Institute for Near East Policy, 2005
53 Zonas de Régimen Aduanero Especial, Alejandra Naranjo, Andrea Zapata, 2012.
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The Corozal Free Zone (Corozal FZ) is a region-
al hub for trans-shipment located on the Be-
lize-Mexico border. Since its establishment in 
1994, the Corozal FZ has mostly imported prod-
ucts from the United States and re-export-
ed them to Mexico and Central America. The 
yearly number of imports and exports in the 
Corozal FZ reaches $400 million, making it sig-
nificantly smaller in terms of trade value than 
CFZ in Panama and other major FTZs. Similar 
to the CFZ, the Corozal Free Zone has seen a 
significant decline in trade value, approximate-
ly 40 percent of businesses within the zone 
have closed,–mostly as a result of the Mexican 
peso's depreciation against the US dollar.54  

However, the Corozal FZ’s absence of oversight 
and porous borders have made it a conver-
gence center for regional smuggling, where 
enforcement agencies are lax and underfund-
ed. The zone has devolved, allowing for the easy 
expansion into different types of illicit trade.55

Belize’s extensive and unpatrolled coastline, 
coupled with its isolated border crossings, and 
navigable inland rivers, make the tiny country 
a growing transshipment point for cocaine, 
fentanyl precursor chemicals, weapons and 
human smuggling. Bordered by Guatemala 
and Mexico and little resistance from the poor-
ly-trained police force, Belize is also a growing 
center of illicit activity for the MS-13 transna-
tional criminal gang, who often exchange co-
caine for cash with Mexican cartels in Belize. 
Cocaine is then moved north, and this road 
leads to the Corozal FZ and the Santa Elena 
Belize/Mexico border crossing. Cross-bor-
der activities are enabled by traffickers' use 
of several unguarded remote border cross-
ings and lax enforcement of customs laws.56

Given this reality, it is unsurprising that the 
Corozal FZ is a center for illicit tobacco that 
transits the zone and subsequently ex-
its the country via the various “blind spots” 
along the border. A portion of the merchan-
dise is transferred to Guatemala for distri-
bution throughout Central America, but 
a large portion is taken north into Mexico.

Given this reality, it is unsurprising that the 
Corozal FZ is a center for illicit tobacco that 
transits the zone and subsequently ex-
its the country via the various "blind spots" 
along the border. A portion of the merchan-
dise is transferred to Guatemala for distri-
bution throughout Central America, but a 
large portion is taken north into Mexico.57  

54 The Global Illicit Trade Environment Index, Free Trade Zones: Five Case Studies, 2018.
55 The Global Illicit Trade Environment Index, Free Trade Zones: Five Case Studies, 2018.
56 Canada, Mexico, and Central America, International Narcotics Control Strategy Report, 2005.
57 U.S. Keeps Belize on List of Money-Laundering Hubs, Louisa Reynolds, 2017.
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What happens in one part of the world im-
pacts other parts, an axiom with respect to 
cross-bordering illicit trafficking flows be-
tween Free Trade Zones in the Americas. The 
UAE’s Jebel Ali Free Zone is a good example.

The UAE harbors around 35 FTZs in which 
local laws do not apply and where Dubai's 
ruling family retains ultimate decision-mak-
ing authority.58 Each of these FTZs has its 
own set of commercial regulations, labor 
laws, and property laws, and is regulated by 
a separate regulatory authority.59 A lax reg-
ulatory regime, diverse definitions of bene-
ficial ownership, and a vast number of sep-
arate FTZs all contribute to and promote 
unlawful financial and commercial activity.60

FTZs in Dubai permit 100 percent foreign own-
ership of capital and profit repatriation, and 
are tax-free on business, personal, and cus-
toms income. The statutes governing benefi-
cial ownership within FTZs highlight another 
vulnerability inherent in this complex regula-
tory architecture. Beneficial ownership infor-
mation is intended to deter illicit players from 
entering the market; however, rather than 
adopting a standardized definition of benefi-
cial ownership, which would create a unified 
approach to anti-money laundering (AML) en-
forcement, each FTZ defines beneficial own-
ership using significantly different language.61 
As a result, the UAE must contend with more 
than 45 unique sets of laws and regulations, 
as well as disparate definitions of beneficial 
ownership––restraining the Central Bank's ca-
pacity to fulfill its designated monitoring duty.

This lack of uniformity becomes problemat-
ic as this climate fosters regulatory arbitrage 
and allows for entities such as al-Qaeda, the 
Taliban, and Mexican drug cartels to use 
Dubai as a conduit for money laundering, 

smuggling, and terrorist financing opera-
tions.62 Furthermore, it appears as though the 
primary mandate of the independent agen-
cies in FTZs is to improve trade flows rather 
than to monitor cash flows and curtail illicit 
behavior. Without a national watchdog op-
erating in the zones, regulatory arbitrage op-
portunities flourish. In 2014 and again in 2018, 
the UAE implemented stronger beneficial 
ownership and due diligence requirements––
however, while these FTZs have transparent 
compliance norms and standards on pa-
per, the majority of FTZs operate in secret.63

The most important FTZ in the UAE is the 
Jebel Ali Free Zone (JAFZA). Ranked as one 
of the busiest trans-shipment hubs in the 
world, it accounts for about 32 percent of the 
total foreign direct investment flowing into 
the UAE and almost 24 percent of Dubai’s 
annual gross domestic product. JAFZA ac-
counted for 70 percent of all trade value and 
97 percent of all trade volume generated by 
Dubai’s FTZs in 2019.64 Yet despite the FTZ’s 
great importance to the UAE's economy, 
the Global Illicit Trade Environment Index 
conducted by the Economist Intelligence 
Unit in 2020, argues that the quantity and 
quality of inspections in the JAFZA are con-
sidered low and often lacking completely.   

This lax oversight, coupled with the sheer size 
of the zone's manufacturing base has made 
JAFZA a major hub for illicit trade, including 
counterfeit and other intellectual property-in-
fringing goods. In some instances, counterfeit 
items are assembled within the zone using 
imported components; in others, raw materi-
als are imported, and counterfeiters manufac-
ture the goods from scratch. Once finished, 
the counterfeit goods are distributed through-
out the region and even internationally.65

58 Dubai’s Role in Facilitating Corruption and Global Illicit Financial Flows, Carnegie Endowment for International Peace.
59 Carnegie Endowment for International Peace, Dubai’s Role in Facilitating Corruption and Global Illicit Financial Flows. 2020.
60 Dubai’s Role in Facilitating Corruption and Global Illicit Financial Flows, Carnegie Endowment for International Peace.
61 Ibid., pg. 28. 
62 Ibid., pg. 29.
63 Ibid., pg. 57. 
64 Dubai’s Role in Facilitating Corruption and Global Illicit Financial Flows, Carnegie Endowment for International Peace.
65 The Global Illicit Trade Environment Index, Free Trade Zones: Five Case Studies, 2018.
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As the U.S. Strategy for Countering Corrup-
tion correctly notes,66  the trillions of dollars 
derived from illicit trade and black-market 
economies pose a national security threat 
that harms the rule of law, legal industries 
and democratic governance on a daily basis.  
These resources, flowing outside of transpar-
ent economic structure, support kleptocracies 
and threat networks that finance conflicts, 
insecurity, and instability around the world.

In order to disrupt these illicit networks, we 
must focus on dismantling the fixer networks 
that provide the logistical and transporta-
tion structures that move contraband and 
dirty money across the globe.  Any vulnera-
bility across global supply chains exposes the 
global community to multiple threats that 
often overwhelm governments. A breach of 
one FTZs or port can provide resources for vi-
olence, criminality, and economic chaos that 
imperils the collective security of nations.

There is a growing consensus that we need 
to empower law enforcement agencies with 
the robust authorities, tools, and resources to 
effectively prosecute the fight against trans-
national organized crime, illicit trade, and 
money laundering in order to prevent dirty 
money from eroding the rule of law and our 
democratic institutions.  The newly-creat-
ed U.S. Council on Transnational Organized 
Crime can play an important role in the United 
States, along with the White House’s National 
Security Council (NSC), to bring a greater uni-
fied strategy to ramp up investigations, prose-
cutions, and judicial action to target criminal-
ized markets, illicit supply chains, and threat 
finance systems, and dismantle the bad ac-
tors and threat networks – and their enablers 
and facilitators – behind the today’s boom-
ing multi-trillion dollar illegal economy.67 

While FTZs and ports provide opportunities for 
investment, employment, and development, 
evidence indicates that criminal organizations 
take advantage of lax restrictions, administra-
tive inefficiencies, and a lack of transparency 
inside them––thereby fostering illicit trade. 

The primary reasons are the lack of supervision, 
transparency, and consistent enforcement in 
FTZs and ports and the lack of uniformity and 
interoperability in enforcement mechanisms 
despite the fact that this is the only way for na-
tions to operate collaboratively.68 Corruption is 
also a significant factor in multiplying criminal 
activities often found in risky FTZs and ports.

To strengthen hemispheric cooperation in the 
Americas, and globally, to counter cross-bor-
der TBML, illicit finance, corruption and 
criminalized trade, ICAIE is committed to:

66  The White House, The U.S. Strategy on Countering Corruption, December 6, 2021, accessible at: https://www.whitehouse.gov/briefing-room/state-
ments-releases/2021/12/06/fact-sheet-u-s-strategy-on-countering-corruption/.
67  The White House, Executive Order on Establishing the United States Council on Transnational Organized Crime, December 15, 2021, accessible at: 
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/12/15/executive-order-on-establishing-the-united-states-council-on-transna-
tional-organized-crime/. 
68  Ibid., pg. 11-12.
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1. Strengthening the political will to combat il-
licit trade and economies across Latin Ameri-
ca, the Caribbean in order to comprehensively 
and holistically combat criminal convergence, 
related corruption, and money laundering/
TBML.

2. Developing, implementing, and evaluating 
prevention and risk management and miti-
gation strategies that address the drivers and 
risk factors of transnational organized crime, 
illicit economies, and kleptocracy that threat-
en national security, global commerce, global 
financial systems and supply chains.

3. Launching innovative public-private part-
nerships to improve the quality and avail-
ability of data, market intelligence, and evi-
dence-based research on illicit economies and 
share such research in order to better under-
stand the convergence of threats and harms 
posed by illicit economies. This includes an-
alyzing emerging trends, data analytics, and 
field research that help inform enforcement 
and judicial actions to counter transnational 
organized crime, disrupt threat finance, and 
prosecute bad actors.

4. Promoting effective measures to deprive 
kleptocrats, transnational criminal organiza-
tions, and threat groups of illicit gains by ad-
vocating for robust, harmonized frameworks 
for financial investigations and trade-based 
money laundering (TBML). We welcome 
greater leadership by the executive and leg-
islative branches to create a strong platform 
against illicit economies and corruption in 
FTZs, ports, and supply chains. We also wel-
come the bipartisan Senate Resolution intro-
duced by Senator Bill Cassidy and other U.S. 
Senators on May 3, 2022 urging Congress to 
combat international criminal organizations, 
illicit trade, and the use of trade-based money 
laundering (TBML), which pose a significant 
threat to U.S. national security.69

5. Encouraging the Financial Action Task 
Force (FATF) to work with cooperating mem-
ber countries’ customs services as well as 
the World Customs Organization (WCO) to 
determine what tools, data, analytic systems 
and regulatory and investigative authorities’ 
customs services are needed to better detect 
trade fraud and trade-based money launder-
ing (TBML).  The findings should be incorpo-
rated into the creation of FATF Recommenda-
tion 41 that will specifically focus on countering 
TBML.  The new recommendation will also 
encourage financial institutions, non-bank fi-
nancial institutions, designated non-financial 
businesses and professions (DNFBPs), and 
money service businesses (MSBs) to include all 
forms of TBML in their standard due diligence, 
record keeping, and financial intelligence re-
porting.  FATF Recommendation 41 should 
also encourage the above reporting entities 
to also focus on service-based money laun-
dering (SBML) in their AML/CFT due diligence, 
record keeping, and reporting obligations.

6. Urging the full implementation of the 
Biden administration’s designation of cor-
ruption as a core national security interest 
in order to maintain the fight against klep-
tocracy, illicit finance, and illicit economies 
as national security priorities. This includes 
the development of specific implementa-
tion strategies to prevent and combat illic-
it trade, identify and recover kleptocratic 
stolen assets impede illicit financial flows.

7. Encouraging the U.S. Congress to pass 
legislation that requires the Secretaries for 
Homeland Security; Commerce; State, and 
Treasury , as well as the Attorney General, to 
publish the names, location, and risk assess-
ments of hubs of illicit trade and risky zones 
and ports in Latin America and the Caribbean 
similar the State Department’s INCSR reports, 
and national security strategy associated with.

69 U.S. Senator Bill Cassidy, Senate Resolution Calling on Congress to Combat Illicit Trade and Money Laundering Crimes, Press Release, 
May 3, 2022, accessible at: https://www.cassidy.senate.gov/newsroom/press-releases/cassidy-leads-colleagues-to-introduce-resolution-call-
ing-on-congress-to-combat-illicit-trade-money-laundering-crimes.

8. Encouraging the State Department’s Bu-
reau of International Narcotics and Law En-
forcement Affairs (INL) to work with the U.S. 
Trade Transparency Unit within DHS’ Immi-
gration and Customs Enforcement (DHS/ICE) 
to determine how to improve and expand 
the international partnership of trade trans-
parency units (TTUs). The initiative should 
include determining technical capacities, in-
cluding support and training, for partner gov-
ernments that are already involved with TTU 
initiatives as well as other customs services 
qualified to join the TTU program.  The con-
versation between ICE and INL should include 
estimates regarding funding, staffing, and the 
collection and sharing of data and technology.

9. Promoting the appropriate utilization 
of artificial intelligence (AI), machine- and 
federated-learning, and other innovative 
technologies by law enforcement and se-
curity agencies to interrogate data and 
fight crimes associated with kleptocracy, il-
licit trade, money laundering and TBML.

10. Strengthening and harmonizing le-
gal authorities and sanctions to address 
new, emerging and evolving forms of crim-
inal activity associated with illicit econo-
mies, in order to  empower relevant DOJ 
trade fraud units to increase prosecutions 
against counterfeiters, criminals, and mon-
ey launderers exploiting legal vulnera-
bilities adverse to U.S. national interests.

11. Promoting and facilitating technical as-
sistance including training, to enable law 
enforcement to effectively prevent and 
combat predicate crimes associated with 
money laundering, TBML and illicit econ-
omies, addressing the specific challeng-
es and needs of developing countries.

12. Increasing public awareness of how 
the convergence of illicit economies im-
pact public health and safety, legal eco-
nomic actors, and the stability of govern-
ments, markets, and global supply chains. 

13. Providing resources to protect investi-
gative journalists, civil society activists and 
academic researchers exposing corruption, 
violent organized criminal activities, terror-
ist-financed campaigns, malign foreign influ-
ence, and the expansion of illicit economies. 

14. Encouraging public-private partners 
across global supply chains including with 
brand holders, couriers, cargo services, freight 
shipping services, international shipping, and 
money service businesses, to combat corrup-
tion, money laundering, and illicit trade in 
FTZs, ports, and hubs of illicit trade overseas.

15. Mobilizing ICAIE / ICAIE Labs as a conver-
gence force for good in bringing together 
critical market stakeholders and national se-
curity networks to counter illicit economies, il-
licit supply chains, and threat finance systems. 
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The International Coalition Against Illicit 
Economies (ICAIE) brings together commit-
ted champions across sectors and communi-
ties, including former members of the public 
sector, companies and prominent organiza-
tions from the private sector and civil society 
to mobilize energies to combat cross-border 
illicit threats. ICAIE also advances innovative 
energies through public-private partnerships 
and transformative solutions to counter il-
licit economies including in FTZs. ICAIE has 
also launched ICAIE Labs as a market intel-
ligence innovation hub to remove the barri-
ers to effective law enforcement, to identify 
criminal activity and bring evidence of wrong-
doing to the direct attention of the appro-
priate governmental and police authorities. 

Through ICAIE Labs, we lead a team of highly-skilled service providers and product vendors 
across the globe to examine data and open sourced information, and map illicit networks. Our 
multi-faceted, global investigations mine open source data to determine identify types of illicit 
behavior a network may be involved in specific markets, online marketplaces, or the dark web. 

With an eye towards full-spectrum investigations, our ICAIE team bridges the gap between pri-
vate industries and the government public sector. ICAIE Labs generates deeper investigation 
and supports judicial action. Further, by using a collaborative technology platform, ICAIE pro-
vides tactical and operational data which is designed to be shared with trusted allies and part-
ners to protect our global interests.

ICAIE’s intent is to strike the head of illicit net-
works with the hammer of immutable informa-
tion, reinforced with solid analysis, and target-
ed intelligence on specific criminal activities, 
logistics, and complicit enablers. We leverage 
communications, financial, geospatial, artifi-
cial intelligence, federated learning, and other 
advanced analytics and technologies to inves-
tigate suspicious behavior and map networks. 
Ultimately, we use counter network opera-
tions to provide actionable intelligence, foren-
sics, and enhanced security across the globe. 

About ICAIE
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